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AMENDMENTS TO THE CLAIMS : 

This listing of claims will replace all prior versions, 
and listings, of claims in the application: 

LISTING OF CT.ATM.q - 

1- (currently amended) An apparatus for classifying 
information transmitted over a communications network into 
content category classifications, the apparatus comprising: 

means for obtainin g capturing network packet. ^ 
fragngnts of said packets transmitted i n a session nf 
transmission of information from . ^ information Slm n^ 

£gBS ^^^ t°™rda a_remote user co^n^H^ 

terminal on a path of said communication. ^w..^ Jl _ :2ll _^ L ^ 
being prior to the packets reaching the ^ t e terminal. »„„ 
obtaining one or more transmission interaction characteristics 
based on the captured packets of the infon nation havino- ^ 
Qjie_ J mag J ^ each said packe t containing a netw or k protocol, a 
network address of the information suoolvi^ t erminal, a netwo.v 
address of the remote terminal, and a .ot-M^ o£ the in£ormaM __ 

™ ' ' Jjijii - 1 l -rm^in-1,,, 1 u l 1 , , f nr m nt i n , L L L U tU i 

nommnn i,g L i un, t ry,,,,,,! . u a w L h n f ^ ^ ^ ^^ 

nCtW ° rk ' Sa±d ° ne or »ore transmission interaction 
characteristics including at least [ [on] ] one of i) a nctwork 
Pr n t n^n l, ii) d a L a date and time stamps, ii) _si 2 e of image 
transmission activities iii) size of text a**^*^ transmission 
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activities, iv, eeate,^^ £ati^f_^age_to_^ ^ 
transmission activities, and v) ,^^1^^ patterns 

^ W ^~ T ^ t Grn — Within the packets of the 

transmission; and 

analysing means arranged to co mr ^ _^ZV_^f_^1iL 
^^^^^ 

A5!gig ^^ list ° f Predetermined con^^ ^.^ ^ 

classifications o f_in f oration, and _ having a statist ^ a1 

arrangement for predicting a content category classification of 
unknown information based on said one or more obtained 
^s^^ interaction characteristics, the content category 
classification prediction being free of any user input and free 
of any relevancy as to a particular user, 

wherein the apparatus is a r ranged to re spond to ^ 
predicted content category d assi fic tion of the 
interaction chara cteristics provide d by the analvBinaj ^n^ 
prevent the captured packets of any in^j pn chara^.^ 



:ics 



with a predicted classification listed as 

forwarded further aW g the oath ^ ^ -^-^^ 
communications terminal . 



2-4. (cancelled) 
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5. (currently amended) An apparatus for classifying 
user profiles of users accessing information or content servers 
on a communications network, the apparatus comprising: 

mSanS f ° r obtaining cap turing network packets or 
fragments of , said packets transmits 1n , session q£ 
transmission of information from a e*e- or mm-,- L.g^ui^io* 
i nteracti o n cl n rnntn rij L i uJ , n . , , ,„„ uL L , UU3 fi ^ eft _^ 
infor mati o n u r f y , u m L , l i Lj n f ^ 
communications terminal or informati o n provided by any one of 
said content servers [[to]] towards a remote user communications 
terminal on a path of said communications network, said capture 
being prior to the packets reaching ^ remote ter^n.i 
obtaining «±« one or mQre transmission interact±on 
characteristics based on the captured packet. of the infnr ^-_ 
having at least one image, each said Mf! k at contain-in. „ 
protocol, a network address of the information m ^ yi ^ 
terminal, a network address of the remote terminal, and 

of the information, said one or more tr ansmission 

CharaCt6riSticS including at least one of i, nnh,- ir , , 1lLulu1) 
±±f [[data]] date and time stamps, ii) size of ima ge transmit 
activities, iii) size of text and imag e transmission activities, 
iv) nnnt .nt . a Loyo ^ ratio of imaa. ^ ^ transmission 

activities, and v) variations in content natt^nc oignQl paLL , J . il 
sees within the content packets of the transmission; 
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analysing means arranged to compare the ^w,.,^ 
characteristics obtained from the n W ured pac^^ 
H^gPondin^n^etiQ, characteris , s _ ^f^nM^ 

contained in a list of predetermine content 
classifications of information, and having . statistical ^ <ww 
arrangement for predicting a content category classification of 
said information or said one content server based on said one or 
more tr.nnmio,i u u interaction characteristics, the content 
category classification prediction being free of any user input 
and free of any relevancy as to a particular user, and 

means for classifying user profile in accordance with 
the predicted content category classification^ 

wherein the ap parat us is arranged to respond to t-H» 
predicted content category classifi c ation of th e obtained 
interaction characteristics provided bv the analysis mt » na - 

prevent the captured packets of anv Infr action ehar,^. 

With 5 Predicted classification listed a. undesirable 
forwarded further along the path to the remot. 
communications terminal . 



6. (cancelled) 



7. (previously presented) The apparatus according to 
claim 1, further comprising means for storing said one or more 
transmission interaction characteristics. 
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8. (cancelled) 



9. (previously presented) The apparatus according to 
claim 1, wherein said one or more transmission characteristics 
are obtained from network packets or fragments thereof. 

10. (previously presented) The apparatus according to 
claim 1, wherein the analysing means includes profiling means for 
providing profiles of interactions based on said one or more 
transmission interaction characteristics. 

11. (currently amended) The apparatus according to 
claim 10, wherein said profiling means is arranged to process 
said one or more transmission interaction characteristics for 
providing any one or more of: frequency of interaction; duration 
of interaction; duration of absence of interaction; patterns of 
content transmission; average number of http links within an 
object of related sites; and average number of like sites visited 
within a time framed;]] nnr l otati ^ U nn £j . UA U Jaid uL h ^ 
n h nraotcrioli^, for forming interaction profiles; and wherein 
the analysing means is adapted to use the interaction profiles 
for predicting content category classifications. 



12. (currently amended) The apparatus according to 
claim [[I]] io, further comprising a knowledge base of 
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predetermined profiles, and the analysing means is adapted to 
predict a particular content category classification based on a 
comparison between the profile of information to be classified 
and predetermined profiles. 



13 . (previously presented) The apparatus according to 
claim 12, further comprising means for updating the knowledge 
base so that the content category classification prediction can 
be enhanced following classifications. 

14. (currently amended) The apparatus according to 
claim 1, wherein said communications terminals including at least 
one content server and at least one user communications terminal, 
and the packets of information ie are intended for transmission 
transmitted from the content server to the user communications 
terminal, the content server being classified according to the 
content category classification predicted by the analysing means. 

15. (currently amended) The apparatus of claim 1 

wherein, 

the means for obtaining capturing network packets being 

adapted to obtain ©fie aese transmission interaction 

characteristics obtaino oapturca from at least two of i) th e 
network protocol, ii) the e^fes date and time stamps, ii) the size 
of image transmissi on activities, iii) the size of text and image 
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transmission activities, iv) the intent oatc goi y ratio of image 
to text °* transmission activities, and v) the variations in 
transmissi on content patterns signal pat torn a cu i within the 
content packets of the transmission; and 

the analysing means for predicting the content category 
classification of said information is based on said at least two 
or morc transmission interaction characteristics, the content 
category classification prediction being free of any user input 
and free of any relevancy as to a current user. 

16. (currently amended) The apparatus of claim 1, 

wherein, 

the means for obtaining capturing network packets being 

adapted to obtain eae me^e transmission interaction 

characteristics obtaino captures from at least three of i) -the 
network protocol, ii) the [[data]] date and time stamps, jj) the 
size of image tran smission activities, iii) the size of text astd 
imaCTC transmission activities, iv) the content oatcymy ratio of 
image to text transmission activities, and v) the variations 

in transmission co ntent patterns aignal pattern seen within the 

content packets of the transmission; and 

the analysing means for predicting the content category 

classification of said information is based on said at least 

three or more transmission interaction characteristics, the 



8 



Docket No. 6002-1026 
Appln. No. 09/914,733 

content category classification prediction being free of any user 
input and free of any relevancy as to a current user. 

17. (currently amended) The apparatus of claim 1, 

wherein, 

the means for obtaining capturing network packets being 

adapted to obtain e«e Hte^e transmission interaction 

characteristics obtaino oq P Lui l j from each of i) the network 
protocol, ii) the [[data]] date and time stamps, ii) the size of 
image transmission activities, iii) the size of text and image 
transmission activities, iv) the content catc gui y ratio of image 
to text °* transmission activities, and v) the variations in 
transmission cont ent patterns □ignal pattern occix within the 
content packets of the transmission; and 

the analysing means for predicting the content category 
classification of said information is based on each of said 
transmission interaction characteristics, the content category 
classification prediction being free of any user input and free 
of any relevancy as to a current user. 



18. (new) The apparatus according to claim 1, wherein, 
the capturing means capturing from each packet said 
transmission interaction characteristics including each of i) the 
date and time stamps, ii) the size of image transmission 
activities, iii) the size of text transmission activities, iv) 
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the ratio of image to text transmission activities, and v) the 
variations in content patterns within the packets of the 
transmission, and 

the analysing means compares each captured interaction 
characteristics obtained with the corresponding interaction 
characteristics of the known information contained in the list of 
predetermined content category classifications of information, 
and predicts the content category classification of the unknown 
information based on the comparisons as undesirable image content 
to be prevented from being forwarded toward the remote user 
communications terminal . 

19. (new) The apparatus according to claim 1, wherein, 
the capturing means capturing from each packet said 
transmission interaction characteristics including each of i) the 
size of image transmission activities and ii) the ratio of image 
to text transmission activities, and 

the analysing means compares each captured interaction 
characteristics of i) the size of image transmission activities 
and ii) the ratio of image to text transmission activities 
obtained with the corresponding interaction characteristics of 
the known information contained in the list of predetermined 
content category classifications of information, and predicts the 
content category classification of the unknown information based 
on the comparisons as undesirable image content to be prevented 
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from being forwarded toward the remote user communications 
terminal . 



20. (new) The apparatus according to claim 5, wherein, 
the capturing means capturing from each packet said 
transmission interaction characteristics including each of i) the 
date and time stamps, ii) the size of image transmission 
activities, iii) the size of text transmission activities, iv) 
the ratio of image to text transmission activities, and v) the 
variations in content patterns within the packets of the 
transmission, and 

the analysing means compares each captured interaction 
characteristics obtained with the corresponding interaction 
characteristics of the known information contained in the list of 
predetermined content category classifications of information, 
and predicts the content category classification of the unknown 
information based on the comparisons as undesirable image content 
to be prevented from being forwarded toward the remote user 
communications terminal . 



21. (new) The apparatus according to claim 5, wherein, 
the capturing means capturing from each packet said 
transmission interaction characteristics including each of i) the 
size of image transmission activities and ii) the ratio of image 
to text transmission activities, and 
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the analysing means compares each captured interaction 
characteristics of i) the size of image transmission activities 
and ii) the ratio of image to text transmission activities 
obtained with the corresponding interaction characteristics of 
the known information contained in the list of predetermined 
content category classifications of information, and predicts the 
content category classification of the unknown information based 
on the comparisons as undesirable image content to be prevented 
from being forwarded toward the remote user communications 
terminal . 



22. (new) An apparatus for classifying information 
transmitted over a communications network into content category 
classifications, the apparatus comprising: 

a capture means capturing image information packets 
transmitted over a network path during a session transmitting 
information from an information supplying communications terminal 
towards a remote user communications terminal, the packet capture 
being prior to the packets reaching the remote terminal, 

captured content of each captured packet including 

i) a network protocol, 

ii) a network address of the information supplying 

terminal , 

iii) a network address of the remote terminal, 

iv) an image content, 



12 



Docket No. 6002-1026 
Appln. No. 09/914,733 

v) any contained text content; 

characteristic-obtaining means obtaining a transmission 
interaction characteristic based on the content of the captured 
packets, said obtained transmission interaction characteristics 
including at least one of i) date and time stamps, ii) size of 
image transmission activities, iii) size of text transmission 
activities, iv) ratio of image to text transmission activities, 
and v) variations in content patterns within the packets of the 
transmission; and 

analyzing means arranged to compare the interaction 
characteristic obtained from the captured packets with 
corresponding interaction characteristics of known information 
contained in a list of predetermined content category 
classifications of information, and having a statistical modeling 
arrangement for predicting a content category classification of 
unknown information based on said obtained interaction 
characteristic 

wherein the apparatus is arranged to respond to the 
predicted content category classification of the captured 
interaction characteristics provided by the analyzing means to 
prevent the captured packets of any interaction characteristics 
with a predicted classification listed as undesirable images from 
being forwarded further along the path to the remote user 
communications terminal . 
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23. (new) The apparatus of claim 22, wherein, the 
content category classification prediction is free of any user 
input and free of any relevancy as to a particular user. 
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